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Introduction

Frauds perpetrated within Not-For-Profit 
organisations range from commonplace thefts of 
petty cash to sophisticated online frauds. They have 
both a financial and a reputational cost, and must be 
prevented wherever possible.

We can help to do this by instituting and observing 
proper internal controls. Fraud can only occur when 
people have the opportunity to divert funds for their 
personal benefit, so we need to have in place the 
controls to remove that opportunity.

The board of directors and management carry the 
ultimate responsibility for internal control within the 
organisation. Each board member must ensure 
that the entity is accountable for its operations and 
finances to contributors, members, government 
regulators and other key stakeholders, and our ‘tone 
at the top’ must be to act honestly and encourage 
appropriate behaviour. 

This also means that board members need to 
satisfy themselves about financial propriety, which 
may include asking questions at board meetings 
or otherwise about the data, as well as the internal 
controls in operation.

We also need to foster full clarity and transparency 
in our dealings, keeping contributors and members 
informed of where their money goes – making it 
harder to hide fraud under the carpet. This will 
include preparing financial statements each year 
which disclose activities in detail.

The following fraud prevention policies have been 
grouped into broad categories, and there may be 
some overlap or repetition.

1.  General financial reporting controls

•   Reputable proprietary software must be used, 
which includes automatic integration between 
payables and receivables ledgers and the general 
ledger

•   The software must prevent transactions being 
deleted (i.e. they may only be reversed by way of a 
traceable journal or credit note)

•   Monthly management accounts must be prepared 
and reviewed by the treasurer before they are 
presented to the board

•   The treasurer must also review quarterly BAS 
reports before they are submitted to the ATO

•   A budget must be agreed prior to or in the early 
part of each financial year, in consultation between 
the treasurer, executive director and co-convenors, 
and subsequently ratified by the board. The budget 
must be entered into the accounting software for 
comparison with monthly management accounts 

•   Annual financial statements must be prepared by 
the treasurer, with assistance as needed, applying 
all relevant accounting standards and disclosing 
in suitable detail all the activities, income and 
expenditure 

•   These financial statements are required to be 
audited for the purposes of governance and in 
order to comply with our grant criteria; the auditor 
must be a suitably qualified ASIC-registered auditor 
or audit company, and the treasurer and internal 
accountant must liaise with the auditor in order to 
execute the assignment efficiently

•   The audited financial statements must be 
submitted to both (i) Consumer Affairs Victoria and 
(ii) ACNC within the legislative timeframes

•   If the auditor produces a management letter with 
specific findings or recommendations on the 
systems, this must be considered at board level 
before a response is issued
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2.  Cash collections and revenue controls

•   Most ticketing and membership income is online, 
but the entity sometimes collects cash for sundry 
goods or donations at various events

•   Volunteers collecting cash must be briefed about 
the need for security

•   Cash must be collected in sealed tins (for 
donations) or pouches (for sundry sales requiring 
change to be available, e.g. lolly bags at movie 
sessions), and never intermingled with the 
volunteer’s personal cash

•   Reasonable floats may be provided to each 
volunteer in advance of sundry sales operations, 
under the authority of a board member, senior 
staff member or volunteer coordinator

•   At the end of proceedings, all collections must 
be counted by two people, to minimise the risk of 
loss

•   The original float must be removed from the total 
and returned to the pool, so that any surplus 
takings can be calculated

•   An approximate reconciliation should be 
attempted by the cash counters to ensure that 
the overall takings are reasonable (e.g. 20 lolly 
bags sold at $5 each should deliver $100). 
Major discrepancies should be investigated, and 
reported to the treasurer if not resolved

•   After cash floats are returned, the overall pool 
must be reconciled at the end of each function, 
and any discrepancies investigated

•   Cash takings should be held in a secure location, 
and banking should be carried out as promptly as 
possible after the details have been recorded

•   It is not permissible to use cash takings to cover 
other sundry expenses arising, as this carries a 
risk of failing to record both the income and the 
expenditure

•   Cash collected in other circumstances should be 
controlled in a similar manner

•   Accounts receivable must be reconciled on a 
regular basis, and slow payers must be chased 
regularly (to avoid the risk of ‘teeming and lading’)

•   The co-convenors and treasurer must have online 
access to both internet banking and the Ferve (or 
equivalent) ticketing reports in order to be aware 
of transactions as they arise

•   Complimentary tickets may be issued for 
certain events to sponsors, grant-giving bodies, 
volunteers and others; as these potentially take up 
seats which would otherwise generate revenue, a 
policy must be in place which controls the extent 
and timing of their issue
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3.  Purchase and payroll controls

•   Payments to suppliers or employees are generally 
effected by EFT, although a cheque book is also 
available

•   Two signatories or online approvals are required 
for all transactions

•   Board members tasked with signing cheques 
or executing the online approvals must review 
the invoices or other documentation before 
the payment is remitted, to ensure the details 
are correctly entered. Currently, invoices are 
accessible online in the ReceiptBank system 
and must be inspected by signatories before 
payments are remitted; employee salary reports 
are generally provided by the internal bookkeeper 
where non-standard amounts are paid

•   It is desirable for the board to include a HR 
professional or someone with similar expertise

•   Salaries for employees must be agreed in 
advance and included within the contract 
wherever possible

•   References must be obtained and followed 
up for new employees, and the board or HR 
subcommittee should consider whether to 
undertake police and credit checks

•   The accountant is expected to set up new payees 
and employees within internet banking

•   Two account signatories are required to verify and 
approve the new payee and employee setups; 
this prevents the creation of dummy supplier or 
employee accounts, which could be exploited for 
fraudulent purposes

•   Employees are entitled to annual leave, but the 
Festival profile means that leave at certain times 
of year is not encouraged; employees may 
therefore build up entitlements to additional time 
off in lieu. However, the risk of fraud increases 
if employees fail to take their annual leave, and 
the board should be alert to the dangers of the 
‘indispensable’ employee

•   The board should also consider potential red 
flags such as employees being in debt, liking to 
gamble, or having a propensity for substance 
abuse, and should be aware of possible control 

and access issues, such as where the employee 
refuses to reveal information readily or shows 
irritation when confronted with queries

4.  Segregation of duties

•   Finance duties must be segregated wherever 
possible, bearing in mind that there are limited 
staff and board resources

•   The entity currently employs a part-time internal 
accountant who must enter transactions into 
the software and set up transactions in internet 
banking

•   Only board members are permitted to become 
signatories of the bank accounts; generally, the 
two co-convenors and the treasurer are made 
account signatories

•   Two signatories or online approvals are required 
for all transactions

•   Board members tasked with signing cheques 
or executing the online approvals must review 
the invoices or other documentation before 
the payment is remitted, to ensure the details 
are correctly entered (currently, invoices are 
accessible online in the ReceiptBank system 
and must be inspected by signatories before 
payments are remitted)

•   The accountant is not permitted to approve EFTs
•   The accountant is also expected to set up new 

payees within internet banking
•   Two account signatories are required to verify 

and approve the new payee setups; this prevents 
the creation of dummy supplier accounts, which 
could be exploited for fraudulent purposes

•   When cash or cheques are received in the post 
(relatively rare these days), the receipts should be 
noted by at least two personnel present

•   The duties of the internal accountant include 
reconciling the bank accounts each month

•   Therefore, cash and cheques should not be 
physically deposited into the bank by the internal 
accountant where possible, as that allows a risk 
of defalcations which could be hidden within the 
bank reconciliation
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5.  Board considerations

•   The treasurer is expected to be a qualified 
accountant or have a similar level of expertise

•   All board members are encouraged to attain a 
minimum level of financial literacy, sufficient to 
understand and interpret the figures; they are 
encouraged to ask questions about the financial 
performance and position

•   Monthly management accounts are required to be 
presented at each board meeting and compared 
to budget, with explanations provided for major 
variances

•   A risk matrix must be in place and updated 
regularly, with the board aware of its contents

•   The board must also be aware of this fraud 
prevention policy and be prepared to enforce it

6.  Online security

•   The board and employees need to protect online 
data by keeping access passwords secret, or 
changing them promptly in the event of any 
breaches 

•   The board and employees must bear privacy and 
confidentiality in mind in connection with financial 
and other data

•   The board and employees must be alert for 
instances of cyber fraud, including phishing emails 
and computer viruses

•   Online backups must be made regularly and 
saved in a secure location or in the cloud

7.  Physical security

•   There are few physical assets other than office 
equipment, but the board and employees must 
take due care to protect and secure these

•   A fixed asset register must be maintained within 
or alongside the accounting software

•   All assets must be held in the locked office or 
storage facility

•   Suitable insurance must be maintained
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8.  Transparency

•   The board must ensure that the activities 
are properly disclosed in the annual financial 
statements, but must also bear in mind at all 
times that we need to act transparently on behalf 
of our members

•   The board must be alert for instances where 
there is a personal conflict of interest, and recuse 
themselves from discussion in such cases

•   Board members and employees must also 
disclose material gifts received from suppliers in 
connection with the activities

•   Financial data must be reconciled and reviewed 
at least monthly, and is subject to annual external 
audit

•   Written policies must be in place for procedures 
and delegations

9.  Fraud handling policy

•   Where the board becomes aware of a fraud 
occurring within the organisation, they must 
consider whether to report it to the Police  
and/or to the ACNC, which has a role in assessing 
whether mismanagement has occurred in  
Not-For-Profit entities

•   Disciplinary consequences must also be 
considered for the person(s) responsible

Disclaimer

This article is intended for general discussion and is not intended to represent specific advice. 

Banks Group shall not be responsible for any entity that acts on any of the comments in this article without firstly 
obtaining specific advice from Banks Group.


